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HEH. CAaUEMHFREREZORE., xDS. go-control-
plane ¢ (& 7 B ER W shTh 88 . bug B & 1 — & k3 LA ©
¥ H, Envoy Gateway v0.3 £, EFH AN ZWT:
- TFHFT R Gateway APl FE ;
- % # TCP ¥ @ API. UDP ¥ &1 API. GRPC % & API;
« XEA RERRE;
« XFFIE RINIE,
GitOps T E Argo CD v2.6.0 5%
I H, GitOps T E Argo CD v2.6.0 X, EFr A& T
» ApplicationSet % JF 3§ fm & 2 X, &2 A7 K
« RV P A AR AR R S N R
- 2% 44 CRD £Z @ EKF;
s XEREREYTE;
« argocd CLI % i 25 <F & By >UHF fm %5 T B berypt X #F,

Falco v0.34.0 %%

Falco /& i1 Sysdig 71 #f 46 CNCF 8 = J& £ 54T i & 4 4
KXIUE. Falco ZIT —Ey EWEHAN LT %, &
NHRWEH., CRE2HN . FEaEEELREMAT|EE, %
ARG L2 A

i H, BATHE %4 T E Falco v0.34.0 X %1, EH AN X 4n
T

« X FFF 30T E AR AE K B AL application_rules.ya
ml;

o H AL M AN F PTRACE 1 #4275 A\ R AD

o N & RAIndmF 51 £ T s

« RTFIHAR bpf e H — PMH &K 98— LW
CPU;

/N webserver 3 & LU R N R AR

* f£ systemd unit ¥ X # £ M5,
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https://gateway.envoyproxy.io/v0.3.0/releases/v0.3.html
https://gateway.envoyproxy.io/v0.3.0/releases/v0.3.html
https://github.com/argoproj/argo-cd/releases/tag/v2.6.0
https://github.com/argoproj/argo-cd/releases/tag/v2.6.0
https://github.com/falcosecurity/falco/releases/tag/0.34.0
https://github.com/falcosecurity/falco/releases/tag/0.34.0
https://github.com/falcosecurity/rules/tree/main/rules

RO

KubeSphere 3.3.2 %0

#1 H, KubeSphere 1 X & i KubeSphere v3.3.2 1F 3 &
77, AR KA H) KubeSphere v3.3.2 # 35k 7 & £ iiib 1 &,
F B & £ % DevOps A1 5 Fl @ & 2 F P 09 4% 7 Ao 5] 7L G
2.

AR 25 4% Kuma 280t ok B& AL IR A0 /F it 40 56

TH, RESMBHEAKuma £ 7T 2.1 A, B#T K
B E T Ul, it FryRuE a2 2.0 RAR B &AL B, I
B T A SR EE AL 2 HTEY targetRef R 40, targetRef R 40 4 X
FEEARME T BRI ICEL & 4o

Kuma & % T Envoy 2 % . Kubernetes 2 VM ] F /&
ZRBRSWE. chxaE. REEH. LI WL
BUERE WA KRS, AW 2.0 RAKE T X 25K eg i TR
77 Ao I ANHTHE A E F % Kubernetes Gateway API B & B
targetRef % 4 .

Grafana Tempo #EH FTAYE 1818 S F 3 #F Apache Parquet

Grafana & — &l Go % & 7T A W IT R 7] Lt T &,
AUMBEREEARERIT, FHEELS . HEEA
grafana FY /2 8] F 18 %, %0 paypal. ebay. intel %,

it H, Grafana & #i 7 Grafana Tempo 2.0, ¥ 5| A\ 7 #1
i TraceQL & 4 1% 5 JF X #F Apache Parquet # 3\ . Grafana
Tempo & — M5 W Z 766 — 2 FE AW T IRRE Giwm. #FTH
TraceQL & 14 1& & 5 Apache Parquet 15 3\ B2 & A, LA#E ft
P ik By 48 R B 8] A b R BR A 5T A

AutoK3s v0.7.0 £, B&IMEE LTF

T H, AutoK3sv0.7.0 X7, EHHE:

- XFHBLIE/AF K3s T A

« SSH Key & #;

« K3d Provider & £ v5.4.4 JR 4

« £%TH1 UL K%, FTA B Cloud Provider 4 X # 5 /N4
= RIENERD); REFEEREITNE,
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https://mp.weixin.qq.com/s?__biz=Mzg4NTU0MzEyMg==&mid=2247519348&idx=1&sn=22ff2a7300ab0eaac1cd194deb04f658&chksm=cfa595c9f8d21cdf953f9cd73d2ade46cf3b53bf9b69041fd51060ba569fcf1cb9c70b0d15f8&token=1669474735&lang=zh_CN&scene=21
https://mp.weixin.qq.com/s?__biz=MzkyNzM4Nzk1NQ==&mid=2247506907&idx=2&sn=63a1971b7b758eda6657ef1efb4fbd85&scene=21
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THIRBUR
(AIEREER) ARESNENR

2021 F4 H, REZ Rk (ATHEER) £HZF
E, ERNATERA B, FiE A TE M A 8T
ATERAGNE N K. HHEIKF X85 EH A
B XTI E RS T mEAT T . 20224 12 A 6 H,
REEE2HERLY KR, § RO EI K E T
RECEANEANATERAREZ 2. AT, HLHKEH
WaRem (ER) 2E %, HT3ARKENSFRE
o, T BB A [ SOR T 4B 5A S ik B AR A A A

MILERERE, RKAFENATHRAEEN LT
HARRE—15G—. REsEEER, BREwaI AT
B R HT, RRIR AR IR o R EARA fn % 2 I AT %
RERINABRPATME. ARRTEANEFEFHNRE S
PATE| E R HAETAT « FH BTN, ERAHTHE “H
HERAE, ARATERTURKEE” . EEARKTWL
FHMB|RERM T X EHKFT « EREMARR, KBS
WA AT B AR AR A R AN Z /3L R, #1R
#HENRMATE I ANQF LR

MEREWNRE, Ao UHNBOETRE 2T 2 MG
QF, Bl FEHERD B8 ERRATE QI IH
7, WRARFEATERARK A “GNR” . XX
RM R s AXEHEET, WRZEWFRET ARER
WA AT Z A NBEETFE. L FRENNZOET
EEANREAUTA, URMAVERAATHRRGHF
ERGXUE, BARTHAETERNRMATEREEEHT
e RFAUNTR, ERFEESYE T REANTEE” &
WEZAHEE, —ERENMARIAATER AR, 1
FEMREERRE R RBEAME LAY ERRAEY
AL B RHR RIEHHE - xR, oLl TaE
RET ATERANG, Ef(inzZ FHAAERLEXNRNT
B fude 3 7 4.
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R
(2023 FHIFRERE) &£

71 H, Open Source Initiative (OSI) Ex & OpenLogic X
AT M ATEY S E TR A A R —— (2023 F I ROR AR
&) .

Z 4 # 1L Perforce (X FFVR AL F AR F47
Bt ) , 31K B E| OSI #7 OpenLogic & 1€ G E # 2 3K IR
AP REHBBEHAATON, ZEREZBEEZ LR\, 20
Z AT DL R A A AR A

€2023 SFITFRAHE D) £ E R T 50 IR K A B
F & . &R TT IR ALLE OSS F A & % & 2wy 3k bk
ZRELTRET KT IR EA AL AT L Fn 2 X 35
PR H 2 R R R R E B LA

ZWERH, 80%MHE R ER X0y 12 A 8 T 477
TR R o T 2 W9 Y B AR 8 OSS SRS 3L iz 1 ok
R R T, QREREERIEEEE, a5 E g
. DevOps #1 SDLC T A, FFIEAE ZWE AR A & LA T
o

Has Your Organization Increased the Use of Open
Source Software Over the Last Year?

Yes, significantly 41.28%
Yes @ 38.76%
Remainthesame @ 18.46%

Reduced the use of open source O 1ra9%

1 EHNHREEFERTH T IR ER?
ERTHEFERGEEHEASFEARN, ZHREET:
B BMBABRAEBRANEAEBELEN n, B4 F
3 33.26% (EFUH 18%) . HF, 34%u9/ 7 F FFIER
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PR IT & 4 4 B8 (SDLC) T A, 22%#y /& L Fl FT IR 1 2
BRI TR, REMBEHRETAN, UK ITR &4 FH
TA, BEFYRZ N, & AWNTREEA,

*Kubernetes #y# Fl 20 4 FHE K, £45 F£2| 23%,
ElHLEK 5%, RARAERAERHLEF "Nz REEm A, &
NEWN—FF, Lt ENZREEAE—ERE ARG
T# K., 4, OpenTelemetry. Jaeger 7 Prometheus HJ &
REFKFAEE K,

- B9 121E = 5 &, JavaScript ML & Python # 4z 4 T 47
AL, EEEATLWERXRREAE M, Y —2RHAI E S
Ao WX R M = A FF IR Java 35 AT B4R [H & OpenJDK .
OpenJ9 #1 Oracle Java, £ #, OpenJDK #2 Openl9 £y f %
YEFFARE, M Oracle Java WER X5 EFAHL TR 4 MNE 4
=

* DevOps TR E WA E TEWFEHELEER T H
wR K, ZIEE DR RE T 12%0 25 # 2o &R E RS
b KA (FFZWHF K 50%) . FH, C/ICD TE, 4
HEZREAECIfaCD TENFERA XM ER M, RAEAEKE,
Jenkins X. Spinnaker £ Tekton FY{# JF E 4 3k 1% T 3 /i

KT, ZREDT, AERHEELRNIBFIIATE
— B, ZWEE &L AN T E, BEERE:

« L RIEE I 41.97%.

cHRZHEH. ERBEALEEE: 37.50%.

« FHAAT 2 36.70%.

B RERARIF: 36.47%.

« R A H B4 E (EOL) Z#: 36.01%.

« Bz IR R T F: 35.89%

s L. R, MEEFFA: 31.31%

« XH BN R T E: 21.90%

s EAl eI I B A GE 5 AL 17.43%
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What Are Your Organization’s Top Support Challenges While Using

Open Source Software?

Maintaining security policies or compliance € 41.97%
Lack of skills, experience, and proficiency _ 37.50%
Keeping up with updates and patches @& 36.70%

Lack of low level technical support : 36.47%

Maintaining end-of-life versions 36.01%

No real-time technical support 35.89%

Installations, upgrades, and configuration issues 31.31%
Not enough personnel 21.90%

Infrastructure scalability and performance issues €] 17.43%

B 2 8 R4 0BT, T ISEY B A

*F I, Perforce Software #y 5 & OSS i Jfifn = B /E %
Javier Perez i 2| “RAZWZ, TEARFEELWNEAXL
Fr, A RZI AR GRAEE 0k & RER R EITIRH X 5
KER. OSS AR EFEANFRTREE-—FEA, £F
FEBMN KRN S EAN TR F AR, #HFEE
SRR RAGERE.,

EHRRBERZESF, # NI IR A
Linux. Apache HTTP. Git. Node.js. WordPress. Tomcat,
Jenkins, PHP 7 Nginx., &&F&%FH, MHEEER AN F LA
PR 509 K58, THRB RN BB F A B R RA
AN, B ZEFIRE T REREEAN T AR,
FNREFBLRAMR Y —H o RFESE . B TTIRCIF
WEENK,
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Which Open Source Infrastructure Tools and Linux Distributions Does

Your Organization Use Today to Support Your Software Infrastructure?

Linux Distributions Other Infrastructure Software
Ubuntu (N 29.47% ApacheTomcat (N 18.92%
AlpineLinux (0 21.10% Apache HTTP @ 18.23%
OracleLinux (N 19.72% Apache TomEE (I 13.88%
Archlinux @000 18.46% NGINX @ n.47%
CentOS Stream =3 16.74% Apache ActiveMQ 9.06%
Debian 16.63% Apache Camel 8.94%
Fedora 15.60% GlassFish 6.77%
CentOS 15.14% Keycloak 3.21%
LinuxMint @0 15.02% Other @ 2.41%
AWSLinux @0 12.96%
OpensUSE @ 10.32%
RockyLinux @ 9.29%
RHEL @l 6.65%
Navylnux @0 5.96%
stes @ 5.96%
Almalinux [ ] 3.21%

B 3 fRe A 4L B R 0 S T R R AL T i T B B R linux & AT ROk SCRFIR B S A 1 i 2

B ERE, BREDH IT%NEECE AT EMET
WL, ERENTFETERFEARNTEH (RGOSR EMmE
), HEREFWE M S%, EF, #TEeHHENNTER
HdhabhmeE, £KE 46%.

9 How Do You Describe the Level of Open Source Maturity In Your

Organization?

Performs security scans to identify vulnerabilities in open source packages @ 46.37%
Contributes to open source projects and open source organizations — 36.79%

Has open source security policies or compliance | 35.18%

Has a legal team familiar with open source licensing [ 28.60%

Has experts for different open source technologies { 26.18%

Generates software bill of materials (SBOMs) 25.84%

Open source previously closed source software 17.07%

Develops some new open source software in public git repos 15.80%

Has Innersource projects [ | 13.61%

Has an Open Source Program Office @ 9.57%

P 4 4o {7 48 3 R B 2L 4R o T R T B AR 2
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REHFEAW %k, E (2023 EFBRAME) AHEX
Y FFEHZ A BRSSP, 35%0HE# LA 0SS
AN K; 28%WEERNATZFIRE; £HT L
F I 25% R H R A 2 & R RE 2 (SBOM) , X
AHEELZEMEMEHENRES ¥, XEHEFERE, &
kA LN E IEEMN OSS W EEHT AR S 5%,
WELRE, AT =022 — (37%) AR RMATE£HR
IR E Fr B R R R U SRR

ZWMEREN &G F AL TREEH &K EKEXHA
OSS M sbEM., T EFEEMANIERKN 18 A WL X
EEANER, #MAHRA#THL, 2HREHLHE
AIMLDL # R1E v B REWHE A, A& EMHL T
Kubernetes L % Kubernetes Operators & & 1 1%

In Order of Importance, From Not Important to Most Important, Rank

the Following Technologies in Relation to Your Organization’s Desire

To Implement Them in the Next 18 Months

Kubernetes or Kubernetes

16.34% 20.30% 31.97% 21.00% 10.39%

Operators
Data Science 11.88% 23.52% 29.22% 27.20% 8.19%
Artificial Intelligence / Machine

: N 11.29% 20.82% 30.12% 26.24% 11.53%
Learning / Deep Learning
Virtual Reality or Augmented Reality 19.74% 20.21% 24.82% 24.94% 10.28%
Blockchain/Crypto 20.98% 20.38% 27.46% 21.22% 9.95%
Nonfungible Tokens 25.30% 17.87% 28.66% 20.02% 8.15%
Serverless/Functions 11.88% 21.26% 33.25% 25.06% 8.55%
Quantum Computing 20.72% 22.16% 26.35% 22.28% 8.50%

FSERRBISMIAAZ XL ANER?

OSI #4T # = Stefano Maffulli £7: “ILW &k, *t
H AUML/DL & AR X HH R 50 F K 2 HEMER
K. EXANHREEK R L RAOHNA, NHRZFRKH A EEK
W, MFAmEAwRERT mEZM,. BHE, Open Source
Initiative IE 7E#F 50 4t % T AUML/DL % & % ek, LUE B4
A FrAS A SRR AT R S 77 T BF A AT B AR e 4
BEFEME., VHEINZE
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€2022-2024 FBY Ml 3 AR SR F BK 2 [E]

I H, 43404 K6/ 5] Gartner £ i 2022-2024 # A
DV HEAXHABEE) . ZEEAERILEAIK 400 £ K £ 2 4
VY EAFNFEFANEREE, PRZOEMBHIH. L+ 4E
BItE., fli=. FHITIEFH. WE. 2 EssF

G, FHERE 53 THA,

VXl

Technology Adoption Roadmap for Security and Risk Management 2022-2024

In Planning
CASBs
Application Filoting . Cloud WAAP
Shieldi
nd UEM
. Endpoint
Detection and
) Mobile plesponiss
APl Security Threat .
Testing Tocls Defensa Breach DR
Consent and (@] and Attack
Preference i Simulation sse @
Mal t pplication Security 2023
dookdind Orchestration and [T — . Network
4 B Correlation Access MDR E
Digital Risk Hardware- Cantrol Servi %
"Qh Protection based Security arvices
Services o
g o
g Vulnerabilty  secure Web 5
[
£ Cloud Data Prioritization é’;:'e:ays HDR
g. Synthetic Protection Gateways . Technology %
Ll Bot M t =
g AL Already . Network Firewalls  Remote &
o Enterprise Mobile Application @ Deployed ey NSPM -
[~} App Stores Security Testing Cloud Security Isolation c
a Privacy Management Tools Posture Management . g
Enterprise Key Web Application SIEM | OT Security 5
g Management Firewall C‘ib:rsﬁil-l":‘! Mesh §
< Web A Device Endpt Security  Architecture
3 . Clienl-s’?ge Secure Instant for Frontline Workers . SASE 3‘:'.
Protection  Communications Endpoint . ,é'
Protection ) ) I3
Multicloud Platforms Device-native <
KMass SCA Tools Application Security Cloud Workload Biometrics
[ ] Requirements and DUEDIEIOE
Threat Modeling Protection
® Platforms Serverless
Function Security
ZTNA "
TLS Decryption ‘dGer:t';"
Platform P
Passive
Behavioral
Biometrics
Enterprise Value Deployment Risk Adoption Phase

The value factor awarded to each technology The risk factor awarded to each technology

The adoption phase is determined by the

is based on the analysis of value drivers,
including improved speed and agility, enhanced
developer experience or productivity, increased
cost efficiency or savings, delivery of superior
capabilities to business and/or customers,

and enabling resilience and reliability.

is based on the analysis of potential risks
posed, including eybersecurity risk, talent
unavailability, high or unpredictable costs,
and technical incompatibility or
architectural complexity.

o O O ® @
Low Medium High Low Medium High
Source: Gartner

@ 2023 Gartner, Inc. and/for its affiliatas. All rights reserved 781655_C

current deployment plans for a majority of
organizations. Technologies placed on the
border between phases are on the cusp of
moving into the next deployment phase.

Gartner

B 1 BAEAREEALLTLE
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WA R WAL E R BB T o A A I RS2 3 R Ak B AR
B A K, URHEABE AW E NG, TUFBEATNS
FTRAEABANEAEN., LM EfEERE, T
PRSIV E SR HRARENL. ZRER:

« WA FE MRS FARNE, FRAMYHEATE
M & T4 A iz (MDR) LLE B i #  .

o A AP IF A5 3 E 5 A | Ar e 52 (MDR) | B 4546
Aomg i (NDR) | g il fnue iz (EDR) VAR 0 & Bk ik 46
NS5z (XDR) E# A, FAR MM A 2022 F 7 KT
&AM A 2 (MDR) B ABIEE . T35 B BN 5
. (XDR) #& A, #FA M FHEAE 2023 F 5 7T AL IZ A H
Z, BEZEANTZMATEELRANE, 2FEHERKH
Bt [B] 12 BAR A BE A R B

c RSV ERTELLWFIRELLE (SASE) # K,
FAEML A (ZTNA) T4 T2k ¥ &,

B AV IF R 2022 4 F R E 2 B R E 1 G R
AEHE, ZINUEME R OWL LT R EUS N F O
TAMREER, EEAENLIE (ZTNA) AT LR,
FEITHEML T ENR,

c FRSVEAFZRXRENRED NFTEDNER,

A A T AR BT AT R ARt E T A W EE it
XIHERE| 2023 &, ARUTESAFRES D AERX LR
Wi, MAEHEZHEAMEZLEHE K,

c AZAREFMRA, PELVEERRIKETENR
Bt Fr &% F& (CADP) # A,

NREEFHNIT R FE& (CADP) B A LR EET LA %
HEREEENMRENEA., BRI FHEMNH 52
SRR EFt, FEaInEEEREAS L RGEZ R, F
AT RIE 2023 F R R AREREF LENHE, AT E
ERTFHNRREFLZINE, BREEN ARENUTLTFE
(CADP) BA#TRAHZ., BT A R — KB B A
REA, GBI T e kAR, 2 EmmaE E LR
REFEE, Mgl 4 AR, ZHLHEFRIT,

U BIAE (MSE) F8E R T 5000 FIETG, KT 10 23 TR AL .
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c AW HER EREAL 2022 F XA BRIEEAE
(NLP) #EABtX,

ERIEEXNEBERZAMAT RSV RIMENE, E
BERACEHE T —ERBEWNHE, BHAZRA, AFE
FHARETEFEMEMER AT EREE,

c FRMVIEAREHBHER T,

A, B8 20%M PR AVEHE T TR, ELFR
SV LA EZIAE AL EFEEIENTIIRE N B

c FAMVEZHET AL, HEAFNEFIFE.

RIS EEHE T HERFMIESF S (DSML) F
&. Al =ik %71 AlOps. RE AT eemarE e ReE, E
Ear, AT 4%+ AMFATFERCLHET Al =R
Z%-F1 AIOps.

c FARSVHEHE LT HHHERETRKOE A,

REFRLWVIANSGCREEERENNE, EmTE
EREL—BURLREHFZ IFHF, AL TEZEANFSE
S~ o TX] 2023 4, ECHFE LT 3B A B 40 = AT ] SE 3,
ZhEH—HHWEEE.

c HAIMVHEE API TR TS KRS

FRMFHERIAPIEEFERRSELF-TE
fE T AT, B8 AT EHRAF T F R EH
MHAANRKRHFATERE.
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